ANTHROPI C CYBER VERI FI CATI ON PROGRAM (CVP) - APPEALS & ELI G BILITY DOSSI ER

Appl i cant Nane: Ser hii Shunko

Account Email : cc.sinply.spolit@mail.com

Organi zati on UUl D: c4ebb284- 8f a8- 4c0b- 95f b- 9cf 6e36f c24b

I dentity Status: pass_011Cf qc1KQAuj YVncduA6dDL ( VERI FI CATI ON_TYPE_TAF_CYBER | DV: VERI FI ED)

Verification Portal: https://ccsinplyspolit.github.iof/

G tHub (only account): https://github.coniccsinplyspolit

Hacker One / Bugcrowd: https://hackerone.conf sshunko | https://bugcrowd. cont h/ sshunko

Linkedln / ORCID iD: https://ww.linkedin.comin/sshunko/ | https://orcid.org/0009-0002-4183-0361
CERN / Zenodo DO s: 10. 5281/ zenodo. 23641037 | 10.5281/zenodo. 23640494 | 10. 5281/ zenodo. 23640496

1. SUMVARY OF DEFENSI VE RESEARCH & REASON FOR APPEAL

I am an i ndependent systens and binary security researcher auditing open-source
C/ C++ networ k/ nmedi a parsers, enbeddabl e bytecode VMs, and Al/MCP server
infrastructure under Coordinated Vulnerability Disclosure (CVD). My identity

is verified via Persona (VERI FI CATI ON_TYPE_TAF_CYBER_IDV). This dossier
docunents 8 maintai ner-acknow edged vul nerability disclosures, 58 private

GHSA reports in nmaintainer triage, 4 active HackerOne di scl osures,

and 3 CERN Zenodo DO's to satisfy CVP Defense Access eligibility.

2. MAI NTAI NER- ACKNOWLEDGED VULNERABI LI TY DI SCLOSURES (8 TOTAL)
1) GHSA- g52w 56¢5- 674f | Sal esf orceCommrer ceCl oud/ b2c- devel oper-tooling (H gh 7.1, CWE- 22)
* Scope: Path Containment Orission in Services.resolveWthProjectDirectory()
* Status: Oficially PUBLI SHED by Sal esforce (2026-10-28); Fix PR #828 Merged.
2) Hacker One #4148578 | brave/ai-gateway (Brave Software Bug Bounty Program
* Scope: Streaning Tool-Call Alignnent Bypass & Attachment Extraction Bug
* Status: Cosed as Infornative 2026-10-27; $50.00 USD bounty awar ded.
3) GHSA-pvw7-7j 8c-qx96 | opensensor/lightNVR (Hi gh 8.1, CWE-285 / CWE-416)
* Scope: Auth Bypass via Query-Param Truncation in api_handl ers_go2rtc_proxy.c
* Status: Accepted into Draft GHSA by @mtteius & Patched in v0.44.3 (507bcelc0715).
4) GHSA- qni7x-j 9xp-x3gv | czl onkowski/n8n-ntp (CWE-918 / CWE-184)
* Scope: SSRF Protection Skipped Trailing-Dot & *.local host in validateUrl Sync
* Status: Accepted into Draft GHSA & Patched in v2.99.2 (conmmit a49dfb4).
5) GHSA-cr23-59ng- h2rc | bacnet-stack/ bacnet-stack (H gh 8.2, CWE-835 / CWE-125)
* Scope: Negative Decode Length Infinite Loop & OOB Read in Cal endar_Wite_Property
* Status: Accepted into Draft GHSA by @karg; Upstream Fix PR #1595 Open.
6) GHSA-6hh9-gpj 4-cr69 | noonlight-strean moonlight-common-c (CWE-125 / CWE- 908)
* Scope: M ssing | DX_DS_ADAPTI VE_TRI GGERS Sentinel in src/Control Streamc
* Status: Fix PR #168 Merged into master by @gutman on 2026-10-26T22: 46: 49Z.
7) GHSA-w6v4-9j58-rv79 | FreeRADI US/ freeradius-server (Critical 9.8, CWE-125 / CWE- 345)
* Scope: EAP-FAST Nested TLV OOB Read & Crypto-Binding Bypass in rlmeap_fast.c
* Status: Patched on naster by @l andekok (commits lef1b499f1 & 1c7661lelbd).
8) GHSA- x9vx-8c8r-c57x | | nfomani ak/ ncp-server-kchat (Medium 5.4, CWE-22 / CWE-88)
* Scope: Unvalidated usernane Path Traversal in getUserByUsernane() (kchat-client.ts)
* Status: Fix PR #70 Merged by @3o-pold in v1.1.1 (commit 5ed2728f5a).

3. ACTI VE PRI VATE DI SCLOSURES | N UPSTREAM NMAI NTAI NER TRI AGE

* GtHub Private Vulnerability Reporting (58 Advisories in Triage, 29 Cct):
58 private GHSAs (state: triage) across C C++ protocol /nmedia parsers and
Al / MCP servers, each paired with an ASan/runtime reproducer and patch.

* Active HackerOne Disclosures in Upstream Triage (4 Reports, state: new):
- #4148863 (Ruby IBB / ruby/ruby Onignp regex engi ne; @mkenow ust joined)
- #4145362 (Nebius Al VDP: nebius/ncp-server & contree-ncp CLI flag bypass)
- #4145363 (PagerDuty VDP: rundeck/ncp cross-origin token exfiltration/ SSRF)
- #4145745 (PagerDuty VDP: rundeck/rundeck JobFil eRecord path traversal)

* Bugcrowd Private Prograns: Active researcher (@shunko), including Cohere.

4. PUBLI SHED OPEN- SOURCE SECURI TY TOCLI NG (CERN / ZENODO DA s)

* protobuf -bounds-auditor (https://doi.org/10.5281/zenodo. 23641037): Static
.proto anal yzer (CWE-1284/20/400) with SARIF v2.1.0 & DEFI NE_PROTO FUZZER.

* cs-telenetry-internals (https://doi.org/10.5281/zenodo. 23640494): Source 2
prot obuf w re bounds auditing & relocation-nmasked PE32+ integrity anal yzer.

* cardinal -engine-integrity (https://doi.org/10.5281/zenodo. 23640496): PE32+
section integrity, | AT boundary auditor & 4,423-function |ockstep audit.



